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EXECUTIVE SUMMARY
ITEIT4THR)—

We are pleased to launch a new Joint Letter prepared by Chuo Sogo LPC,
together with Fox & Mandal, one of India’s oldest full-service law firms, to
provide side-by-side, practice-ready insights on topics drawing attention
in both jurisdictions. Our aim is to distil fast-moving developments into
concise takeaways that support timely, well-rounded decisions by
in-house teams and executives.

This inaugural issue surveys the treatment of crypto-related tokens in
Japan and India. For ease of reference, we:

= Map how tokens are classified under each regime (for example,
crypto assets, Electronic Payment Instruments, security tokens, and
NFTs)

= Qutline the principal licensing and conduct requirements applicable
to issuance, trading/transfer, exchange and custody, as well as
marketing and advertising touchpoints

=  Summarise key tax considerations

= Highlight recent reforms together with what to watch next
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Even as regulation of crypto assets has evolved
at a rapid clip in Japan and moved beyond the
initial focus on anti-money laundering, terror
financing and user protection concerns, the
evolution of such regulations in India has been a
bit staid. At present, crypto assets in India lack
legal status, classification norms, consumer-
protection mechanisms, and prudential
standards for service providers. The legal
structure governing the crypto assets ecosystem
has emerged not from a unified legislative vision
but from a patchwork of regulatory signals
issued by tax authorities, financial-crime
regulators and, increasingly, the judiciary, as is
evident from the landmark ruling of the Madras
High Court in Rhutikumariv. Zanmai Labs Pvt Ltd
(OA No. 194 of 2025) which, for the first time,
affirmed that crypto currencies constitute
property capable of being held in trust — a finding
with significant implications for custody,
insolvency treatment and investor protection.
Even as the need for effective, objective and
clear regulations for crypto assets becomes
increasingly apparent, India has a long way to go
to catch up to the modern crypto assets
regulatory frameworks across different
jurisdictions.

Please note that this Letter is provided for
general informational purposes only and does
not constitute legal advice. Specific transactions
may turn on facts, sector-specific rules, and
ongoing policy shifts in each country. If you are
considering a particular product or transaction,
we encourage you to contact Chuo Sogo LPC or
Fox & Mandal to discuss how the points raised
here apply to your circumstances. We look
forward to supporting your Japan-India
initiatives with clear, comparative analysis in the
issues to come.
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In Japan, crypto tokens are broadly classified
into the following four categories:

= Crypto assets, such as Bitcoin

= Electronic Payment Instruments, such as
stablecoins

= Security Tokens (STs), which are digitised
securities like stocks or bonds

= Non-Fungible Tokens (NFTs)

In addition, electronic money on a permissioned
blockchain network - where users pre-load
funds and make payments to affiliated
merchants — is managed in a centralised,
prepaid system. Since it does not involve
decentralised management on a permissionless
blockchain network, it is not classified as a
crypto asset or an Electronic Payment
Instrument under the Payment Services Act
(PSA). Instead, such electronic money is legally
regulated as a prepaid payment instrument
under the PSA or a fund transfer transaction
under the fund transfer services or banking
services.
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CRYPTO ASSETS
B EE

In Japan, crypto tokens that meet the following
criteria are defined as ‘crypto assets’ under the
PSA. Currency-backed stablecoins and
permissioned electronic money fall under the
category of currency-denominated assets and
therefore are not classified as crypto assets.
Crypto assets such as Bitcoin and Ethereum fall
under the category of Type 1 crypto assets. The
explanation of Type 2 crypto assets is omitted
here.

Type 1 crypto assets: crypto assets that meet all
of the following requirements.

= Property value (electronic records) that can
be used for payments to unspecified persons

= Assets that can be traded with unspecified
persons (including exchange with legal
currency)

= Assets that can be transferred through
computer networks

= Assetsthatare notlegal currency or currency-
denominated assets

ELECTRONIC PAYMENT INSTRUMENTS
AT—=7)aAr (BFREFR)

Stablecoins denominated in legal currency and
used as a means of remittance or settlement are
defined as Electronic Payment Instruments
under the PSA. Electronic payment instruments
are classified into the following categories. Since
there are currently no tokens that fall under the
category of Type IV Electronic Payment
Instruments, the explanation will be omitted
here.
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Type | Electronic Payment Instruments
a. Digital assets with general acceptability

b. Assets denominated in legal currency
(excluding algorithmic stablecoins or
crypto asset-collateralised stablecoins

c. Securities, prepaid payment instruments,
etc. are excluded.

Type Il Electronic Payment Instruments

a. Property value that can be exchanged
with Type | Electronic Payment
Instruments with unspecified persons

b. Transferable through computer networks

Type Il Electronic Payment Instruments
(specified beneficial interests in trusts)

Beneficial interests in trusts that are
electronically recorded and transferable,
where the trustee manages all of the trust
property (money) in the form of deposits and
savings.

I Specified Beneficial Interests in Trusts

[Trustee = Issuer] Investment of Trust Assets
Trust Company 100% Bank
— (In Principle)
Trust Property : Deposit,

(Up to 50% of the
issued amount)
Short-term
Government Bonds,
Time Deposit

:in the name of the
trust company

Money

Sharing

Beneficiary Beneficiary
Customer A Customer B
(Remitter) (Recipient)

At present, it is required that all underlying
assets be managed as deposits and savings.
However, it is planned to allow investment,
up to 50% of the issued amount, in short-
term government bonds and redeemable
time deposits, provided that the principal is
not impaired (the effective date of the
amendment has not yet been determined). In
the case of specified beneficial interests in
trusts, general acceptability is not a
requirement, which makes it possible to
issue permissioned-type stablecoins.
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*X, acting as both settlor and initial beneficiary,
entrusts money in trust and sells beneficial
interests in the trust to customers.

*Customers, on the basis of their beneficial
interests in the trust, may request redemption
from the trust company.

*Assuming a beneficial interest certificate issuing trust

Source: Financial System Council, Working Group on Payment Services (3rd
Meeting), Secretariat Explanatory Material (Resp: to the Digi jon of
Financial Services), modified and supplemented by the author.
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SECURITY TOKENS
tXaYT 4 b—HY

In Japan, security tokens are broadly classified
as follows:

= Tokenised rights representing securities:
Tokens issued on the basis of underlying
assets such as stocks, corporate bonds, or
investment trusts.

= Electronically recorded transferable rights:
Tokens issued on the basis of underlying
assets such as beneficial interests in trusts,
interests in collective investment schemes,
or membership rights in Limited Liability
Companies (LLCs).

= Tokenised ‘Paragraph 2 Securities’ excluded
from electronically recorded transferable
rights: Tokens subject to specially relaxed
regulations due to reasons such as lack of
transferability. For example, this includes
tokens issued on the basis of LLC
membership rights, where technical
measures are implemented to prevent
transfers to persons other than executive
members.

NON-FUNGIBLE TOKENS
ERBMHEN—I

NFTs are subject to regulation under the PSA as
crypto assets if they fall under the
aforementioned definition of crypto assets. The
Financial Services Agency (FSA) has stated that
if they do not possess the same economic
functions as a means of settlement like Type |
crypto assets, they are not considered Type Il
crypto assets.

According to the FSA, NFTs are deemed not to
function as a means of settlement (and
therefore not as crypto assets) if both of the
following conditions are met:

= The issuer prohibits their use as a means of
settlement in the terms of use or equivalent
documentation.

= The price per minimum trading unitis 1,000
yen or more, or the total number of issued
tokens (taking divisibility into account) is 1
million units or fewer.

Trading cards and in-game items that meet these
conditions are not regarded as crypto assets.
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India’s absence of statutory recognition for
cryptocurrency means that the legal character of
digital assets must, for now, be inferred almost
entirely from judicial interpretation. Within this
vacuum, the Madras High Court’s recent
decision in the matter of Rhutikumari v. Zanmai
Labs Pvt Ltd (OA No. 194 of 2025), where the
Court affirmed that crypto currencies constitute
property capable of being held in trust, stands
as the first sustained judicial attempt to define
the nature and rights associated with
cryptocurrency.

The matter arose when a WazirX user challenged
the exchange’s proposal to impose a uniform
loss-distribution mechanism following a
reported cyber-attack. Although the petitioner’s
own holdings remained untouched, the platform
sought to subsume all users into a collective
risk-pooling arrangement which led to claims
that his proprietary interests were being
arbitrarily diluted.

In holding that crypto currency constitutes
property capable of ownership, control, transfer,
and valuation, the Court placed digital assets
squarely within established private-law
frameworks. Crucially, it indicated that custodial
exchanges may owe duties analogous to
fiduciary obligations. In the absence of statutory
custodial norms or legislative guidance, this
judicial articulation fills a critical regulatory
vacuum and provides the conceptual
groundwork upon which future investor-
protection rules may be built.

The Court’s analysis of territorial jurisdiction is
equally notable. Despite the respondent’s
foreign restructuring proceedings, the Court
asserted jurisdiction because the petitioner’s
transactions, banking touchpoints, and tax
liabilities were situated in India. This reasoning is
likely to shape India’s approach to cross-border
crypto disputes going forward, particularly as
Indian consumers increasingly engage with
offshore platforms that operate beyond
domestic regulatory oversight.
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A complementary line of jurisprudence is
developing before consumer fora in cases
involving alleged service deficiencies or loss of
assets. While the National Consumer Disputes
Redressal Commission has so far been reluctant
to assume jurisdiction due to the absence of
statutory recognition, the Madras High Court’s
property-based framework provides doctrinal
support that consumer fora may rely upon in
future disputes.

Collectively, these judicial interventions are
effectively functioning as a surrogate regulatory
mechanism underscoring the growing urgency
for a coherent statutory regime. In assessing
whether this judicially driven trajectory is
sustainable, comparison with Japan is
instructive. Following the Mt. Gox collapse,
Japan adopted a proactive and highly structured
regulatory framework with clear definitions of
various crypto assets, mandatory registration,
and segregation of customer assets.

The Japanese statutory architecture, premised
on early codification and a coherent distribution
of regulatory oversight, prescribes stringent
audit and cybersecurity safeguards and codifies
custodial obligations and investor protection. In
contrast, India’s reliance on judicial innovation
and regulatory patchwork leaves key issues such
as token classification, exchange licensing,
custody standards, and prudential safeguards,
unresolved.

Given the increasing economic significance of
crypto assets, India could benefit from drawing
from the jurisprudential maturity of jurisdictions
such as Japan in order to move from ad hoc,
case-driven regulation toward a structured,
predictable statutory framework.
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A. CRYPTO ASSETS
EEAE

= |ssuance: The act of issuing crypto assets
and distributing them free of charge is not
regulated under the PSA.

= Purchase and sale, or exchange: The
following activities, when conducted as a
business, fall under crypto asset exchange
services and cannot be carried out without
registration with the relevant Local Finance
Bureau:

a. Purchase and sale of a crypto asset, or
exchange with another crypto asset\

b. Intermediary, brokerage, or agency
services for the acts set forth in (a).

c. Management of users’ money by persons
in connection with the acts set forth in (a)
and (b)

d. Management of crypto assets on behalf
of another person

Even companies conducting crypto asset
exchange services outside Japan are required to
obtain registration if they provide services
targeting users located in Japan.
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Initial Coin Offering (ICO)

Although there is no statutory definition of an
ICO, itis generally defined as a scheme
whereby a company issues tokens
electronically to raise funds from the public
in the form of legal currency or crypto assets.
If the tokens issued in an ICO fall under the
category of crypto assets or Electronic
Payment Instruments, they are subject to
regulation under the PSA. In such cases,
registration with the FSA is required in order
to sell them as a business or to exchange
them for other crypto assets or Electronic
Payment Instruments.

ELECTRONIC PAYMENT INSTRUMENTS
BFRHTR

Issuance and redemption

a. Activities involving issuing or redeeming
Electronic Payment Instruments
constitute fund transfer transactions.
Accordingly, a banking license or
registration as a funds transfer service
provider is required. Even issuers of
stablecoins pegged to foreign legal
currencies must likewise obtain a
banking license or registration as a funds
transfer service provider in Japan if they
themselves issue or redeem such
stablecoins to users located in Japan.

b. When Electronic Payment Instruments
are issued by a funds transfer service
provider, this is done under registration as
a Type Il Funds Transfer Service Provider.
However, Type Il providers are subject to
a remittance limit of 1 million yen per
transaction, meaning that issuance or
redemption of Electronic Payment
Instruments to users is also capped at 1
million yen per transaction. That said,
there is no upper limit on the amount of
Electronic Payment Instruments a user
may hold in their wallet, nor on the
amount that may be transmitted or
settled from such holdings.
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c. Toissue tokens backed by beneficial
interests in money trusts (Specified
Beneficial Interests in Trusts), itis
necessary to obtain a trust business
license and file a notification as a
Specified Funds Transfer Service
Provider. However, since there are no
qualification restrictions imposed on the
prospective issuer (the trustor),
companies are able to issue their own
branded stablecoins through a trustee.

’

d. ‘Foreign Electronic Payment Instruments
refers to Electronic Payment Instruments
issued outside Japan in accordance with
foreign laws. For example, USDC falls
under this category. When an Electronic
Payment Instruments Exchange Service
Provider transfers Foreign Electronic
Payment Instruments at the request of a
user, the maximum amount per transfer
is limited to 1 million yen.

e. Japan’sfirst yen-denominated stablecoin
is scheduled to be issued around autumn
2025 by a Japanese startup that has
obtained registration as a Type Il Funds
Transfer Service Provider.

Purchase and exchange

The following activities principally, when
conducted as a business, constitute
Electronic Payment Instruments Exchange
Services and may not be carried out without
registration with the relevant Local Finance
Bureau:

a. Purchase and sale of an Electronic
Payment Instrument, or exchange with
another Electronic Payment Instrument

b. Intermediary, brokerage, or agency
services for the act set forth in the
preceding item

c. Management of Electronic Payment
Instruments on behalf of another person
(excluding those specified by Cabinet
Office Order as being less likely to
undermine user protection, in
consideration of their content and other
relevant factors)

Even companies conducting Electronic
Payment Instruments Exchange Services
outside Japan are required to obtain
registration if they provide services targeting
users located in Japan.
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ELECTRONIC PAYMENT INSTRUMENTS AND CRYPTO-ASSET

SERVICE INTERMEDIARY BUSINESS
BFRFFHR - BEAET—CAHNE

Intermediation of transactions in crypto assets
or Electronic Payment Instruments between
users and crypto asset exchange service
providers or Electronic Payment Instruments
exchange service providers is permitted upon
registration as an Electronic Payment
Instruments and crypto-asset service
intermediary business operator.

The regulations imposed on Electronic Payment
Instruments and crypto-asset service
intermediary business operators are less
stringent compared to those applied to crypto
asset exchange service providers or Electronic
Payment Instruments exchange service
providers.

SECURITY TOKEN OFFERINGS
XU Ta b= FTTFIY

Solicitations to acquire the aforementioned
security tokens are regulated under the Financial
Instruments and Exchange Act (FIEA) as Security
Token Offerings (STOs).

When tokens are issued based on underlying
assets such as stocks, corporate bonds, or
investment trusts (i.e., Paragraph 1 Securities),
disclosure obligations are imposed on the
issuer. Furthermore, the sale or solicitation of
such tokens requires registration as a Type |
Financial Instruments Business Operator (FIBO).

Similarly, tokens issued based on beneficial
interests in trusts, interests in collective
investment schemes, or membership interests
in LLCs are, with limited exceptions (e.g., where
they are deemed non-transferable), also
regulated as Paragraph 1 Securities. Their sale or
solicitation likewise requires registration as a
Type | FIBO. However, where the issuer itself
conducts solicitation for acquisition, registration
as a Type Il FIBO is sufficient.

With respect to LLC membership interests, if
token holders do not receive profit distributions
in excess of their contributed amount, such
tokens are treated as Paragraph 2 Securities. In
this case, regulations relating to self-offerings
and disclosure obligations do not apply. This
framework has raised expectations that DAOs
may use the LLC form as a means of raising
funds.
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While some countries continue to ban
cryptocurrencies (such as China) and some
others are actively developing regulatory
frameworks for virtual assets (such as Japan and
Australia), India remains indecisive and
continues to maintain partial oversight on virtual
digital assets (VDAS). The country’s regulatory
approach to crypto-related businesses and
crypto currencies is largely a consequence of
changing policies and perspectives peppered by
judicial intervention. In the absence of a
comprehensive regulatory framework or a
unified digital-asset law, businesses operating
exchanges, custodial platforms, or wallet
services navigate a patchwork built primarily on
taxation rules, anti-money laundering
obligations, and emerging judicial
interpretations.

India’s approach to regulating VDAs has evolved
from early caution to active fiscal intervention,
yet without establishing a comprehensive
regulatory framework. The Reserve Bank of India
(RBI) was one of the first institutions to flag
concerns, issuing public advisories around 2013
that warned users about volatility, fraud, and the
absence of legal protections. This caution
hardened significantly in 2018 when the RBI
directed banks and other regulated entities to
cease servicing crypto businesses, effectively
cutting these platforms out of the formal
financial system. The Supreme Court struck
down this prohibition in 2020 in the matter of
Internet and Mobile Association of India v.
Reserve Bank of India (Civil Writ Petition No. 528
of 2018), holding that although the RBI has a
legitimate mandate to safeguard financial
stability, its response must be proportionate to
the risks identified. The ruling underscored that
oversight cannot rely on blanket restrictions in
the absence of demonstrated systemic harm.
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While there have been attempts in the past to
introduce legislations that did not see the light of
day, several existing statutes have been
amended and guidelines/notifications issued to
regulate specific aspects pertaining to VDAs and
attendant service providers, such as the Ministry
of Electronics and Information Technology
(MeitY) notification on reporting of cyber
incidents by entities dealing in cryptocurrency;
AML & CFT Guidelines For Reporting Entities
Providing Services Related To Virtual Digital

Assets; Ministry of Corporate Affairs notification T . —
on disclosure requirements for companies « TLTVDADLERTISHT S REZR L1

dealing in VDAs; and Advertising Standards 1V FILEEERHES (ASC) OfFst, GET
Counsel of India guidelines for advertising VDAs. ERS
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A1V ROERESEHLEFNEDOFZTY, M

Some of the pertinent developments that are
shaping the VDA regulatory ecosystem in India
are as follows:

= The Prevention of Money Laundering Act,
2002 (PMLA): PMLA is the cornerstone of
India’s anti-money laundering structure. Per

a notification by the Ministry of Finance,
VDAs and VDA service providers were
categorised as ‘Reporting Entities’, triggering
mandatory disclosures, full Know-Your-
Customer (KYC) checks, requirement of
detailed transaction logs, suspicious activity
reporting, and registration with FIU-IND
(Financial Intelligence Unit - India is the
national agency responsible for receiving,
processing, analysing and disseminating
information relating to suspect financial
transactions to enforcement agencies and
foreign FIUs). While FIU-IND primarily
focuses on compliance with PMLA, it has
sought to fill the regulatory vacuum in the
VDA ecosystem by emerging as the operative
regulator. FIU-IND mandates registration of
VDAs and VDA service providers and
essentially maintains some degree of
oversight, albeit primarily from an anti-
money laundering and terror finan cing
perspective. The extension of the PMLA to
crypto-exchanges, wallet providers, and
related intermediaries has imposed
obligations typically associated with
regulated financial institutions. Although the
PMLA regime does not amount to a licensing
system, it establishes regulatory discipline
and creates an enforceable chain of
responsibility for intermediaries that would
otherwise operate without statutory
oversight.
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Income Tax Act, 1961: Certain amendments
to India’s taxation framework in 2022 led to
India’s shift toward a revenue-oriented
posture for regulating VDAs and a formal
recognition of VDAs for taxation purposes.
Digital assets were brought firmly within the
tax net through a flat 30% tax on gains, no
set-off except for the cost of acquisition, a
1% tax deducted at source on transfers, and
statutory definitions crafted specifically for
taxation.

Foreign Exchange Management Act, 1999
(FEMA): RBI, through FEMA, regulates foreign
exchange transactions in India. Even though
FEMA permits all current account
transactions (with certain specified
exceptions) and certain capital account
transactions by resident Indians,
transactions involving VDAs are not expressly
recognised, leading to some uncertainty.

Payment and Settlement Systems Act, 2007
(PSS Act): This Act regulates the payment
systems in the country. Per the provisions of
the PSS Act, a VDA-related entity that is also
engaged in facilitation, collection, clearing or
settlement of payments may be categorised
as a ‘payment aggregator’ subject to
licensing/authorisation requirement under
the PSS Act.

Securities and Exchange Board of India Act,
1992 (SEBI Act): As of now, Securities and
Exchange Board of India (SEBI), India’s
securities markets regulator, does not
explicitly regulate VDAs. However, SEBI is
certain to play a key role in the VDA
ecosystem whenever these are formally
recognised as ‘securities’ under Indian law.
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CRYPTO ASSETS
EEEE

Transfers of crypto assets conducted through
domestic crypto asset exchange service
providers are not subject to consumption tax.
However, the act of lending crypto assets in
exchange for payment of usage fees is subject to
consumption tax, with the standard tax rate
being 10%.

= Forindividuals

a.

Income tax: Profits earned by individuals
from the management of crypto assets
are generally classified as ‘miscellaneous
income’ and are aggregated with other
income (such as employment income or
business income) for comprehensive
taxation. The income tax rate is
progressive, ranging from 5% to 45%,
depending on the amount of income.
When combined with the flat 10%
inhabitant tax, the effective tax rate
applicable to profits from crypto asset
transactions may reach up to 55%.
Representative taxable events include
the sale, exchange, receipt (as a gift), or
acquisition of crypto assets through
mining.
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b. Inheritance tax and gift tax: When crypto
assets are acquired through inheritance,
bequest, or gift, inheritance tax or gift tax
isimposed. The tax rates for inheritance
tax and gift tax range from 10% to 55%,
depending on the amount of income.

For corporations

a. Corporate tax: Profits (capital gains)
arising from crypto asset transactions are
included in taxable income and are
subject to corporate tax. When crypto
assets are sold or exchanged, the
resulting capital gains or capital losses
are recorded as such and are recognised
as income or expenses for the fiscal year,
based on the contract date (settlement
date). The applicable corporate tax rate
varies depending on the type and size of
the corporation but is generally around
20%. For crypto assets held at the end of
the fiscal year, a fair value assessment is
conducted. Only those crypto assets for
which an ‘active market’ exists are
subject to such valuation, and the
difference between the book value and
the market value at fiscal year-end is
recorded as profit or loss. Such profit or
loss is adjusted in the following fiscal
year.

Electronic Payment Instruments

a. Electronic Payment Instruments are
considered, for tax purposes, to fall under
the category of monetary claims, and
their face value is regarded as the
acquisition cost for tax purposes.

b. In calculating corporate tax, Electronic
Payment Instruments are not required to
be valued at fair market value at the end
of the fiscal year. If they are transferred to
a third party and a difference arises
between the face value and the transfer
consideration, such difference is treated
as taxable profit or loss. For further
details on the tax treatment, please refer
to the following:

National Tax Agency —-Tax Treatment of Crypto
Assets (FAQ) (Japanese):
https://www.nta.go.jp/publication/pamph/p
df/virtual_currency_faq_03.pdf
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Amendments to the Income Tax Act, 1961
introduced the category of ‘VDAS’, subjecting
profits from their transfer to a flat 30% tax rate
while disallowing the set-off of losses. Section
115BBH of the Income Tax Act, 1961 essentially
provides that where the totalincome includes
any income from the transfer of any VDA, the
amount of income tax is calculated on the
income from transfer of such VDA at the rate of
30% and no deduction in respect of any
expenditure (other than cost of acquisition, if
any) or allowance or set off of any loss shall be
allowed, in addition to carry-forward of loss from
transfer of the VDA to succeeding assessment
years.

Additionally, a 1% tax deducted at source (TDS)
has been levied on most crypto transactions.
Introduced through insertion of Section 194S in
the country’s tax regime by the Finance Act
2022, this provision has become a de facto
compliance and traceability mechanism. For
businesses, this means that every transaction -
whether conducted on a domestic exchange or
an offshore platform accessed by Indian users —
falls within the tax-reporting perimeter,
effectively drawing these operations into the
state’s financial monitoring framework.

It must be noted that this expansion of fiscal
control occurred without corresponding
regulatory clarity: crypto assets still lack legal
status, classification norms, consumer-
protection mechanisms, and prudential
standards for service providers. The result is a
structural imbalance, wherein crypto activity is
taxed, traced, and visible to the state, but
remains unregulated in every substantive sense.
This regulatory vacuum leaves users exposed to
platform failures, market abuse, and operational
risks, while the financial system continues to
grapple with concerns repeatedly expressed by
the RBI regarding monetary sovereignty, capital-
flow management, and macroeconomic
stability.
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In Japan, in response to economic and social
changes such as digitalisation, several reforms
have been implemented in recent years. These
include relaxing the framework for funds transfer
services, strengthening of regulations on
cryptocurrency exchange businesses, and
establishing a regulatory framework for
Electronic Payment Instruments. Further
revisions have been made to accommodate the
emergence of new services that were not
anticipated under traditional financial
regulations. These measures include allowing
greater flexibility in the management and
operation of reserve assets backing trust-type
stablecoins, introducing domestic custody
requirements for cryptocurrency exchange
service providers, and establishing a framework
for intermediary businesses involved in
cryptocurrency transactions — all while ensuring
user protection.

= 2014: Mt. Gox, a major Bitcoin (BTC)
exchange, went bankrupt.

= April 2017: Enforcement of the amended PSA

a. Introduction of a registration system for
virtual currency exchange service
providers.

b. Mandatory customer identity verification
(KYC) at the time of account opening.
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January 2018: Unauthorised outflow of
approximately JPY 58 billion worth of NEM (A
type of crypto asset) from Coincheck, a
domestic crypto asset exchange operator.

May 2020: Enforcement of the amended PSA
and the amended FIEA

a.

Legal terminology changed from ‘virtual
currency’ to ‘crypto asset’

Mandatory principle of offline custody for
customer assets

Introduction of securities regulations
applicable to fundraising through the
issuance of security tokens, and
establishment of a regulatory framework
for crypto asset derivatives

2022: FTX Trading, a major crypto asset
exchange operator, went bankrupt

June 2023: Enforcement of the amended PSA
and the amended Act on Prevention of
Transfer of Criminal Proceeds

a.

Establishment of a new regulatory
category for Electronic Payment
Instruments Service Providers

Development of a regulatory framework
for stablecoins

Introduction of the ‘Travel Rule, requiring
crypto asset exchange service providers
to transmit information on the sender and
recipient when transferring crypto assets

May 2024: Unauthorised outflow of
approximately JPY 48.2 billion worth of crypto
assets from DMM Bit coin, a domestic
exchange operator

June 2025: Enforcement of the amended PSA

a.

Introduction of a ‘domestic custody order,
requiring crypto asset exchange service
providers to hold assets domestically in
certain cases

Establishment of a new regulatory category
for intermediaries of crypto asset
transactions

Relaxation of rules on the management and
investment of reserve assets for trust-type
stablecoins (allowing, for example,
management using government bonds and
term deposits)
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Lacking a formal regulatory structure governing
VDAs, India has attempted to enforce a
semblance of oversight on this sector by issuing
several guidelines and notifications aimed at
cyber threat assessment/reporting, disclosure
requirements for enhancing transparency,
preventing money laundering and terror
financing, as well as protecting the users from
inaccurate claims in advertisements pertaining
to crypto assets. These efforts have been
supplemented by amendments to the country’s
laws governing payment systems, money
laundering, taxation and other aspects.

Notwithstanding the above, the absence of a
sector-specific statute leaves critical
uncertainties unresolved. Token classification
remains undefined, making it unclear whether
certain crypto-tokens should be treated as
securities, commodities, payment instruments,
or something else entirely. For businesses, this
poses operational and compliance risks,
particularly for platforms dealing in staking,
lending, token issuance, or custodial services.
Moreover, traditional consumer-protection
norms do not automatically apply, exposing
users and businesses alike to procedural grey
zones. While the Madras High Court’s recent
recognition of cryptocurrency as ‘property’
introduces a degree of legal coherence, this
judicial doctrine cannot by itself replace
comprehensive legislative guidance.
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In Japan, gains from cryptocurrency transactions
are subject to comprehensive taxation, with a
maximum tax rate of 55%. This has been
criticised as imbalanced when compared with
income from securities transactions, which is
subject to separate taxation at approximately
20%. Meanwhile, in other jurisdictions such as
Dubai, individuals are not subject to income tax
or capital gains tax on cryptocurrency trading or
disposal gains, and in Singapore as well, capital
gains on cryptocurrencies for individuals are
generally non-taxable. Consequently, there has
been a trend of relocating to regions offering
such tax advantages, raising concerns over the
hollowing-out of the Japanese market and a
decline in its competitiveness.

In response to these circumstances, Japan’s FSA
has been advancing institutional reforms
through councils and deliberations, aiming to
strike a balance between user protection and
market development. Within this process, issues
such as disclosure requirements, improper
solicitation, and unfair trading practices have
been recognised as highly compatible with the
existing framework of the FIEA. As a result, a
policy direction has been indicated to transfer
the regulatory framework for cryptocurrencies
from the current PSA to the FIEA system. In
parallel, discussions are also underway to
address tax-related issues.
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A. REGULATORY REFORMS (EXCLUDING TAXATION)
EEEERFIDORE FHEHZER< )
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accordance with nature of crypto assets
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on the crypto asset itself and on matters
that could have a material impact on its
price fluctuations.



Business regulations

a. lItis considered important to establish an
appropriate combination of statutory
regulation and flexible self-regulation that
can respond to actual market practices.
In addition, taking into account the
distinction between Category 1 and
Category 2 crypto assets, the design of
regulatory content, as well as the
creation and implementation of
regulatory exemptions, are under
consideration.

b. To deterillegal solicitation by
unregistered operators, the introduction
of more effective and stricter regulatory
measures is being examined.

c. Investment seminars on crypto asset
trading and online communities intended
for information sharing have emerged,
but these have also given rise to fraud
and malicious disputes. In light of this, it
is being considered to bring within the
regulatory scope investment
management and advisory activities
involving spot crypto assets that do not
fall under the category of cryptoasset
exchange services.

d. Discussion is also underway on the
necessity of imposing regulations on
token-related businesses that are not
currently covered under the existing
framework.

Market establishment regulations

At present, it is considered that there is little
necessity to impose on crypto asset
exchanges regulatory requirements
equivalent to the licensing regime for
financial instruments exchanges or the
regulations applicable to proprietary trading
systems (PTS) operated by financial
instruments business operators.
Nevertheless, since these exchanges provide
a collective trading venue involving a large
number of counterparties, it is recognised
that appropriate trade management and
system controls are essential.
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= Regulation of insider trading

Currently, insider trading is not directly
regulated in relation to unfair trading
practices involving crypto assets. Moreover,
given that the economic significance and
role of crypto asset transactions differ from
those of listed securities, monitoring
systems equivalent to those for listed
securities have not been established. Going
forward, methods of regulation are being
considered to enhance deterrence against
insider trading in the crypto asset market.
Three possible approaches under discussion
are:

a. Introducing a formalistic approach
similar to Japan’s insider trading
regulations for listed securities, whereby
detailed statutory requirements are
prescribed by law.

b. Introducing a substantive approach as
seen in the EU and Korea, where the law
sets out abstract principles without
enumerating specific elements, leaving
the scope of application to be clarified
through case law.

c. Following the US model, making use of
existing general prohibitions on
fraudulent practices (Japan’s current law
already prohibits the use of ‘fraudulent
means, schemes, or artifices’ in crypto
asset trading, as it does in securities
trading), while specifying particularly
egregious insider trading cases through
guidelines.

B. TAXREFORMS
i IE

Currently, gains from cryptocurrency
transactions are subject to comprehensive
taxation and are aggregated with salary and
business income, which can resultin a
maximum tax rate of 55%. In contrast, financial
instruments such as stocks and bonds are
subject to separate taxation at approximately
20%, leading to criticism that the current tax
system lacks fairness and balance.

If the regulatory framework for cryptocurrencies
is to be transferred to the FIEA as an asset that
contributes to the wealth formation of the
people, itis considered essential to apply
separate taxation to cryptocurrencies to
effectively realise this objective. Accordingly,
discussions on revising the tax system are
underway. In addition, tax measures to address
cryptocurrency ETFs are also under
consideration.
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From a complete ban on VDA’s by the country’s
central bankin 2018 to the rudimentary
regulatory edifice presently governing this
sector, India’s efforts to regulate VDAs have
come a long way, and the future crypto-
regulatory landscape is expected to evolve
toward a more structured and compliance-
focused regime. Any such development is likely
to include multiple regulators, especially SEBI
(the securities and capital s regulator), RBI
(banking sector regulator) and FIU-IND (money
laundering and terror financing oversight body).

Stakeholders anticipate the introduction of a
licensing framework for crypto asset service
providers, offering clearer regulatory status and
oversight. The government seems committed to
strengthening investor protection through
enhanced KYC/AML norms and formal measures
for customer redress. Meanwhile, tax policies
may be reoriented to balance revenue
generation with market stability, possibly
revisiting the treatment of losses and reporting
thresholds. Amid these reforms, some experts
suggest establishing a dedicated regulatory
authority to oversee cryptocurrencies, while
existing bodies like FIU-IND and SEBI could play
more significant roles in enforcement and
standard-setting. This prospective shift reflects
India’s attempt to reduce systemic risk, improve
transparency and safeguard users without
stifling innovation.
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While Japanese regulation for VDAs is
predominantly public-law driven, with statutory
compliance forming the backbone of market
conduct, India, by contrast, is currently
developing a private-law foundation for crypto
governance through judicial recognition of
property rights and custodial responsibilities.
Ultimately, India’s trajectory may converge
toward Japan’s structured model, but its path is
likely to be shaped by domestic market realities,
judicial reasoning and evolving policy priorities.
The Indo-Japan comparison suggests that while
India has adopted a cautious and incremental
approach, the eventual emergence of formal
crypto legislation is both inevitable and
desirable. As India moves towards this next
phase, the interplay between judicial doctrine
and legislative policy will shape the contours of
digital-asset law for years to come.

Japan’s experience offers a useful blueprint for
addressing the gaps in India’s crypto assets
regulatory framework. Japan moved toward early
statutory recognition of crypto asset service
providers, subjecting them to licensing, capital-
adequacy norms, mandatory asset-segregation,
cybersecurity standards, and ongoing
supervisory oversight. By placing exchanges
under a clear regulatory perimeter and
embedding investor-protection obligations into
law, it created a framework that balances
innovation with systemic safety. For India, where
users currently rely on fragmented tax rules, AML
obligations, and judicial interventions, adapting
elements of Japan’s structured, custody-
oriented model could help mitigate investor
exposure, establish accountability for
intermediaries, and reduce the systemic risks
highlighted by the RBI.
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Founded in 1896, Fox & Mandal (F&M) is one of
India’s oldest full-service law firms. Against the
backdrop of our 125+ years heritage, an
unyielding and constant focus on evolution,
adaptability and change have been the hallmark
of our client engagement and service ethos.

As India Inc continues to grow, driven by a desire
to expand, diversify and optimise operations, the
evolving policy and regulatory ecosystem
necessitates careful navigation by businesses as
well as their promoters and senior management.
With 21 partners, 120+ professionals and a
proven track record of effectively leveraging our
full-service capabilities to address attendant
legal challenges, our specialist teams combine
relevant subject-matter, sectoral and
jurisdictional knowledge to craft pragmatic,
commercially viable and legally enforceable
solutions for addressing critical issues along the
entire business life cycle.

Our practice areas include Banking & Finance,
Corporate & Commercial, Capital Markets &
Securities Law, Dispute Resolution & ADR,
Employment & Labour, Insolvency &
Restructuring, Government & Regulatory,
Management & Consultancy, Private Client
Practice, Projects, Energy & Infrastructure, and
Real Estate.
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